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About this guide

Card Not Present.indd 2

At Visa we always want to be the preferred payment card - for you and your customers.

Whenever you are serving your customers in person, and you can check their card, processing
a Visa or Visa Electron transaction is extremely straightforward.

But, if you are taking an order through the mail or over the telephone, there are some important
procedures you need to follow.

These have recently been revised, and will help to protect you from the possibility of fraud or
disputed transactions.

This guide tells you, step-by-step, how to accept Visa or Visa Electron cards when the card itself
is not present.

Please take time to read through the guide - it should help you to get even more benefit from
Visa.
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General procedures

Whenever you are processing a card-not-present transaction, you should always ensure that, as

a minimum, you collect the following details from your customer:

e The card account number

¢ The name as it appears on the card

¢ The card expiry date as it appears on the card

e The cardholder’s statement address

* You should also check whether the card has an issue number or card start date and record
these details.

It is also advisable that you take a note of:
¢ A contact phone number (not a mobile humber)
* The name of the bank or building society that issued the card.

For additional security, you should also take a note of the CVV2 (Card Verification Value 2)
number. This is represented by the last three digit numbers printed on the signature panel at
the back of the card.

CVV2 was introduced to make card-not-present transactions more secure. It helps to ensure
that your customer has physical possession of a valid card. It also indicates that the card’s
account number is valid.

If a Visa Electron card displays the full account number, CVV2 is mandatory.

Additional procedures for telephone orders

If you are taking an order over the telephone you should also:
¢ Record the time and date of your conversation
* Make a note of the details of the conversation.

In the event of a query, these details can then be verified with the cardholder.

Additional procedures for mail/fax orders:

If you are taking an order through the mail or via a fax, you should:
¢ Obtain a signature on the order form

¢ Always retain a copy of the written order

* Get proof of delivery.

Keeping account details secure

For mail, fax or telephone orders, ensure that the card account and CVV2 details are obtained
in a secure manner and stored on a need-to-know basis only, for example:

¢ use of sealed envelopes

e transmission device (e.g., fax machine) is located in a secure area

¢ records of CVV2 to be destroyed immediately once approval is obtained.

Your bank may require you to record some additional information. You should find out what their
requirements are and add these points to the checklist.

Card Not Present.indd 3 @ 3/4/04 11:58:48 am



1 TEEEE @® . HEET)

3 ACCEPTANCE

Getting all transactions authorized

Visa recommends the floor limit for all card-not-present transactions to be set at zero. This
means that it is always necessary for you to seek authorization.

In most cases your terminal will obtain authorization automatically, or you can prompt it to do
so. Otherwise you should always call for voice authorization.

Once a transaction has been authorized and an authorization code is issued, it means that the
card has not been reported as lost or stolen, and that there are sufficient funds available at the
time of authorization.

It is a useful safety measure, but does not guarantee payment. Nor does it guarantee that the
address given to you by the cardholder is correct or that the genuine cardholder actually placed
the order.

You should never allow a repeat delivery of goods without going through the authorization
procedure again.

Getting a voice authorization

You should check whether your bank has a specific telephone number for card-not-present
transactions. If it does not, you should always tell the authorization center straight away that
you are performing a card-not-present transaction.

Additional checks

There are some other checks which you can make before delivery of the goods which may help
to reduce the risk of problems.

e For business customers not known to you, you could check their details in your local business
directory or register

e Personal customer address details can often be checked in the Electoral Register, or in the
telephone directory

e Don’t necessarily rely on a telephone number given to you by the customer. You could
obtain the telephone number for the cardholder’s address through directory enquiries, then
telephone the customer back on that number to confirm the order. You could also consider
a ‘caller display’ service whereby you can purchase a special phone or unit which indicates
the number of the person calling

¢ Bewaryifthe contact phone numberyou have is a mobile number. Always ask for a permanent
number and, if possible, use this to validate the subscriber’'s name and address

e Check your records to see whether you have had a number of transactions in a short period
of time from a company, person or card account

e |f the order is larger than your normal order, you could verify the purchase by checking the
address. If you have a floor limit, seek an authorization for the transaction even if the amount
is below your limit

¢ Check your records to see whether the same delivery address has been used before with
different card details.

REMEMBER - IF IN DOUBT, CHECK IT OUT.
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Being careful with delivery arrangements

Goods ordered through card-not-present transactions should always be delivered. If the
cardholder insists on collecting the goods, they must produce the card unless your bank has
agreed otherwise.

Such sales become ‘cardholder present’ and require a new voucher with the card details signed
and checked in the usual manner. This means that the original card-not-present transaction will
need to be reversed. For details on how to reverse transactions, please refer to your own bank’s
instructions. Goods should never be released to taxi drivers, chauffeurs, messengers or third
parties such as ‘friends’ of the cardholder.

Be particularly wary of:

¢ The customer who demands next day delivery and shows no regard for any additional costs
involved

* Alterations to the delivery address at short notice

¢ A phone call on the day of delivery asking what time the goods are due to be delivered.

You will help to reduce the risk if you:

¢ Insist that goods may only be delivered to the cardholder’s permanent address. If you do
agree to send goods to a different address, take extra care to obtain a detailed proof of
delivery

¢ Do not send goods to hotel/guest houses

* Only send goods by registered post or a reputable security carrier and insist on a signed and
dated delivery note.

-
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Keeping all documentation

If a transaction is ever disputed, it will be useful for you to keep all related documentation.

This includes:

¢ All transaction details

Documentary proof of delivery which, wherever possible, includes the cardholder’s signature
for the period stipulated by your bank (directly or through your Head Office).
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Processing transactions correctly

Be sure that you are including all the relevant information, and following all the relevant steps
when processing a card-not-present transaction.
For electronic systems

If your terminal has a key to show that a sale is by telephone or mail, press that key before you
enter any information. You may be prompted to enter a PIN or password.

Then key enter all of the relevant transaction and card information. When the transaction is
authorized, the information you have entered will appear on the sales draft.
For manual systems

Clearly write all the following information on the sales draft (or schedule if your bank has
instructed you to use one):

e Cardholder name

e (Card account number

e GOOD THRU or EXPIRES END date

e [f possible, the issue number or start date

e Transaction date

e Value of sale

* Brief description of goods or services

e Merchant name and full address

Always get an authorization and write the authorization number on the sales draft.

On the signature line, in place of the customer’s signature, always write “MO” for mail orders or
“TO” for telephone orders.

Always use a metal or plastic tipped ball point pen.

Since the rules relating to the acceptance and processing of Visa cards may change from time
to time, you should contact your bank regularly with regards to these rules.
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Visa International offices

BANGALORE
Raheja Towers

6th Floor, East Wing
26-27 M. G. Road
Bangalore 560 001
[+91] 80-559-6806

BANGKOK

15th Floor, Sindhorn Building, Tower 3
130-132 Wireless Road, Pathumwan
Bangkok 10330

[+66] 2-263-2091/2/4/5

BEIJING

Suite 1528, Tower B, Corporate Square
No. 35, Financial Street

Xicheng Direct

Beijing 100032

[+86] 10-8809-1018

HONG KONG

Suite 1113-1119, Two Pacific Place
88 Queensway

Central, Hong Kong
[+852]2842-2333

JAKARTA

Wisma 46-Kota BNI, 16th Floor
JIJend Sudirman Kav. 1
Jakarta 10220

[+62] 21-574-7484

KUALA LUMPUR

Level 32, Suite C, Menara Maxis
Kuala Lumpur City Center
50088 Kuala Lumpur

[+60] 3-2330-2900
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MANILA

1811 Philamlife Tower
8767 Paseo de Roxas
Makati City

Manila 1226

[+63] 2-830-8458

SEOUL

Oriental Chemical Building, 19F
50, Sokong-Dong, Chung-ku
Seoul 100-070

[+82] 2-311-1800

SHANGHAI

5F, Marine Tower, No. 1 Pudong Avenue
Shanghai 200120
[+86]21-6886-1198

SINGAPORE

30 Raffles Place
#10-00 Caltex House
Singapore 048622
[+65] 6437 5800

SYDNEY

Level 42 AMP Center

50 Bridge Street

Sydney, New South Wales 2000
[+61] 2-9253-8800

TAIPEI

Room 7B, No. 168 Tun Hwa North Road
Taipei 105

[+886]2-2547-0588

TOKYO

Marunouchi Building 24th Floor
2-4-1 Marunouchi

Chiyoda-ku, Tokyo 100-6324
[+81] 3-3210-1600
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