
Businesses need to be ready for when 
a cyber attack occurs, not if.

     

5 steps to manage a cyber attack.

There’s a cyber attack every six minutes 
compared to every seven minutes last financial year. 

Average loss per cyber crime reported
• Small business: $49,000
• Medium business: $62,800
• Large business: $63,600.

Over 87,400 cyber crime reports over the past 
financial year.

Over 100 calls a day to the Australian Cyber Security 
Hotline. Up 12% on last financial year. 

Source:    Australian Cyber Security Centre Threat Report 2023-2024  
www.cyber.gov.au/about-us/view-all-content/reports-and-statistics/annual-cyber-threat-report-2023-2024

An overview of cyber crime in Australia.







Check
backups. 

Wipe 
clean. 

Clean in place, if you must. 

And ensure that the 
attacker hasn’t accessed or 

If you can, do a complete wipe 

backup.

If you can’t completely wipe, work with an IT 

Update software.
Keep all applications, software and point-of-sale systems 
up-to-date.

Back up data.

that data in a secure external location. This includes using a 

your network once a backup is complete.

Tighten security.
stop unauthorised access to systems.

Update and evolve.
Make sure your playbook includes strategies to counter evolving 
cyber threats (e.g. have a remote access protocol 

Step 5. 
Stop future 
attacks.

Step 4. 

and 
restore.

Once the attack is contained, get up and running again.

Tip

These kinds of incidents can 
be very stressful. Keep an 
eye on your employees’ 
stress levels.

Tip

Treat cyber crime as a 
business risk – not just an 
IT problem.
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Matt Smith, Assistant Director-General, 
Incident Management, Australian Cyber Security Centre

Learn more on the latest cyber threats
and protections and share your insights


